








Xerox and Information Security Risk Assessment and Mitigation

Depending on which Xerox product requires a patch, customers can download security patches
from the Xerox web site at www.xerox.com/security. For other Xerox products, the security
patch will be made available as part of a new release version of system software. You can regis-
ter to receive bulletins regularly. In the US, customers should sign up for the Xerox security RSS
feed. Outside the US, contact your local Xerox support center.

From the Xerox.com/security website, you have access to timely information updates and
important resources:

o Xerox Security Bulletins

. RSS Feed: Get Xerox Security Bulletins

. Xerox Product Security Frequently Asked Questions
o Information Assurance Disclosure Papers

. Common Criteria Certified Products

. Vulnerability Management and Disclosure Policy
. Product Security Guidance

. Articles and White Papers

o Statements of Volatility

. Software Release Quick Lookup Table

o FTC Guide for digital Copiers and MFPs

The Security section of Xerox.com is your portal to a diverse breadth of security-related
information and updates, including bulletins, white papers, patches and much more.

28 Security Guide



Product Returns
and Disposals

A Competitive Trade-in Option to Address
MFP Security Concerns

If a customer trades their Xerox or competitive equipment with us as part of a new MFP
implementation, we will make any residual customer data inaccessible. The Xerox process
includes picking-up the competitive equipment from the customer’s site and maintaining
possession of it until drop-off at the destruction facility. Xerox tracks the equipment while
it’s in our possession to ensure the integrity of the process until the entire unit is crushed,
including the hard drive.

This end-to-end process gives our customers peace of mind that their data is protected when
trading-in their current non-Xerox equipment for new Xerox equipment. In order to reduce
program costs and to continue to offer this service free-of-charge, Xerox does not provide

a written guarantee that customers’ data has been destroyed. However, we manage this
comprehensive program to ensure the highest-possible level of confidence that all left-over
data has been rendered inaccessible without adding expensive tracking/auditing/sampling
processes. We are reviewing additional cost options should a customer have the need for
both a high level of confidence in the destruction process and official documentation for
auditing purposes.

Additionally, virtually all new Xerox MFPs come standard with 256-bit AES disk encryption as well
as 3-pass disk overwrite features to ensure our customer’s data is protected from day one on
their new equipment.
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Xerox and Information Security Product Returns and Disposals

Equipment Trade — Xerox Reverse Logistics and Asset Disposal
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1. Trade removal is picked up from customer location
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by a Xerox authorized and trained Carrier.
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4. Compacted unit is sent to a Xerox contracted Recycler.

5. Recycler shreds the compacted units and separates
@ pieces into raw material categories (plastics, metals,

glass, etc.)

Ny 6. Raw material is recycled (99.4 % landfill avoidance) —
‘o minimizing environmental impacts.
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Xerox Remote
Services

Xerox is responsive to your security concerns. Xerox Remote Services are designed to avoid
making networks more susceptible to viruses. Remote Services transactions always originate
from the device, based on authorizations made by you. Remote Services can only communicate
with a secure server at Xerox that conforms to the stringent requirements of the internal Xerox
Corporation information management infrastructure. You do not need to make any changes to
Internet firewalls, proxy servers, or other security infrastructure.

Xerox systems are designed to integrate within your workflows. They connect to the net-

work and push machine data to Xerox Communication servers where the information can be
reviewed and analyzed to be used to evaluate service issues as well as to automate billing and
supplies replenishment. This built-in knowledge-sharing feature of Xerox systems is what makes
Xerox Remote Services viable and its approach unique.

Xerox Remote Services helps differentiate Xerox machine performance and support from other
equipment suppliers. While other vendors may remotely monitor some of their machines, Xerox
has developed integrated systems and remote tools, and coupled them with highly skilled
Xerox support teams who are tasked with working to make you more productive and satisfied.
This combination creates a high-value Remote Services capability that provides proactive prob-
lem resolution, and a robust underlying knowledge of your needs.

A key enabler for creating these support processes is the ability to transmit machine perfor-
mance data back to the Xerox infrastructure.
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Xerox and Information Security Xerox Remote Services

The Results Are Tangible

e Transmitting machine data translates to faster preventative maintenance, predicts
machine failure and reduces the cycle time to fix problems.

e A multitude of engineering tools leverage data to monitor your machine’s health and
performance, diagnose problems and recommend corrective actions to your service and
support team.

e Active remote monitoring enhances customer experience by using your machine’s data to
understand your environment and set thresholds and action plans to accommodate your
production needs.

e Automated Meter Reading can save you time as well as ensure accuracy over manually
retrieving billing information.

e Automated Supplies Replenishment can allow for ordering of supplies when needed with-
out customer interaction.

e  On certain models, automatic downloading of software patches is supported to fix prob-
lems and add features.

e The expertise of hundreds of Xerox engineers is available.

Xerox Remote Services include capabilities designed to address the following security-related
concerns:

Identification and Authentication
The process of uniquely and reliably identifying a device.

Authorization
The process of granting the device remote access services based on our customer’s security
needs and product acquisition decisions.

Data Integrity
The ability to verify that data has not been subjected to unauthorized modification.

Audit Capabilities
The ability to track all communication between a machine and Xerox.

Customer Confidentiality
The prevention of access by unauthorized parties by making use of encryption techniques
(i.e., https).

Within the end-to-end Remote Services system, the system design goals respond to network
security concerns in two main categories.
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Xerox and Information Security Xerox Remote Services

Your Network

The first category is security concerns related to the connection of the client software to your
network and to the transmission of data across the Internet to Xerox. Xerox Remote Services
incorporate the following controls:

¢ You must authorize communications between the device and Xerox.

e Communications from the device shall not include Personally Identifiable Information (PII)
unless authorized by you.

e The transmission of job data is not possible without express independent permission and
initiation by you (approval to send diagnostic, supplies usage, and billing data is separate
from approval to send job data).

e Job data is separately encrypted and is not generally available to the back-end systems or
personnel which are not specifically designated.

e The Remote Services Client Software allows a secure connection from the device to Xerox.
It is not possible to use this connection to access your network or data beyond what is
pushed to Xerox by the customer.

e The integrity and authentication of any information (data or code) downloaded from
the Communications Server to the device by the Remote Services Client is verified prior to
installation.

Transaction Security

The second category is the network security concerns related to the exchange of informa-
tion between you and Xerox in executing transactions. The following controls have been
established:

e The Xerox Communication Server and the Remote Services Clients mutually identify and
authenticate themselves to each other.

e Alltransactions uploaded by the Remote Services Client to the Xerox Communication
Server is able to be audited through the device transaction history log by both you and
Xerox. A transaction log can be viewed which gives service personnel and privileged users
the ability to audit the information shared with Xerox.

Xerox Managed Information Security Services

Application Security

The software application itself imposes a very complex security program based on “access
control lists” that control user rights and privileges to all objects in the hosted repository. The
design and implementation of this application security is customized for each customer and
is driven by business requirements. Each and every user has a unique user ID and a password
compliant with Xerox security rules. Each user is authenticated against Xerox’s authentication
server to gain access to the individual application.
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Xerox and Information Security Xerox Remote Services

Network Security

Platform Services employs many different security tools and techniques to ensure that our
network for the hosted repository is secure. First of all, each customer application has a

unique URL and port, so there is no overlap on any customer interface. All traffic, whether

over the Internet or through a private line, is 128 bit SSL encrypted with a certificate from a
trusted third-party. For additional security for some clients, all traffic is routed through a 3DES
encrypted VPN. Furthermore, some clients will have additional security through limiting the IPs
to which our firewalls will respond.

All Internet-facing applications have a web server located in an isolated DMZ, with an actively
monitored intrusion detection appliance on the Internet connection. All application software is
operated on separate servers in a secure zone on the network, which does not have any direct
access to clients, the Internet, or any other private external connection. All of your data is
stored on a storage area network, which is accessible only from the Secure Zone.

Physical Security

All production equipment for the hosted repository service is located in Class 9 data centers,
with appropriate physical security features in place. This includes live security personnel,
identity authentication, fire suppression, redundant power, and physical man-barriers. Platform
services maintains a geographically disparate second site for disaster recovery.

Logical Security

Because Platform Services operates multiple clients on the same physical hardware and
network, there is a need for proper local separation of customer data. This is achieved through
running a separate instance of software [web server, application server, database] for each
customer with a unique “owner account” for each instance, and storing data on a dedicated
volume on the storage area network for each customer.

Policies and Procedures

Platform services follow all pertinent Xerox security policies in terms of personnel screening,
confidentiality contracts, and right down to the clean desk policy. In addition to this, Platform
Services has policies specific to the Hosted Repository, for example, we have defined authorities
from each customer to authorize user accounts and password resets and monthly reports of
user activities for customer review to ensure normal activity

Remote Services Architecture

A high-level view of the end-to-end Remote Services architecture would involve communica-
tion flow between the Remote Services Client (direct-device and/or proxy-host) and the Xerox
Communication Server. Remote Services Clients are embedded either in Xerox devices or in

a hosted application (e.g. CentreWare® Web). The clients are configured to connect with and
send messages specifically to the Xerox Communication Server.

Xerox Remote Services use industry-standard web services protocols for all communications
between Remote Services Clients and the Xerox Communication Server. Web services are
accessed via the secured-socket HTTP (HTTPS/SSL) that is common to web browsers and web
servers. Use of web services as the underlying mechanism for all Remote Services transactions
ensures both interoperability and compatibility with firewalls.

By using HTTP, web services can also take advantage of the Secure Socket Layer (SSL) protocol
for security and HTTPS connection management capabilities in order to prevent customer data
from being broadcast over the open Internet.
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Xerox and Information Security Xerox Remote Services

A proxy server is commonly used in network environments to provide a firewall system between
the end-user network and the Internet. Most firewalls/proxies are configured to block requests
on all but a few network ports. Firewalls, however, usually allow traffic on port 80 for HTTP and
443 (secured HTTP or HTTPS) so browsers can access the Internet. By using HTTP or HTTPS
over standard ports, Remote Services Clients are able to communicate through firewalls. The
Remote Services Clients act like any web browser (over standard ports) requiring no “holes in
the customer firewall” or changes to other equipment at the customer site. Remote Services
Clients support the 128 bit SSL encryption.

Customers initiate all interactions between their environment and the Xerox Communication
Server. Remote Services Client Software may initiate an interaction with the Xerox
Communication Server upon the occurrence of an event (e.g. a customer presses a button on
the machine UI, a timer triggers an alarm, etc).

To achieve the effect of two-way connectivity the Remote Services Client Software periodically
“checks-in” with the Xerox Communication Server to receive any “instructions” for them. This
check is infrequent and very lightweight, avoiding congestion of the customer intranet.

Xerox digitally signs all packages downloaded by the Remote Services Client. The customer
benefits from this software integrity because it addresses the following issues:

e Content Source: This feature certifies that the packages really come from Xerox.

e Content Integrity: This feature confirms that the packages have not been altered
or corrupted since they were signed.

Xerox Print Services

Xerox Print Services helps you streamline management, control costs and maximize your
results across the office. As a market leader in managed print services, Xerox has the tools,
resources and experience to drive efficiencies throughout your organization, while helping
safeguard against potential security vulnerabilities. We protect documents from inappropriate
distribution by controlling access at the device through user authentication. We also continu-
ally monitor your device and your network port, recommending actions to maximize your
information security. Our Extensible Interface Platform® (EIP) technology, a software platform
that is embedded in our multifunction devices, enables an easy transition from paper to digital
and facilitates direct links to back office systems. We help you track your assets and highlight
any nonconformance of unauthorized devices added to your network. We also manage move/
add/change requests and provide an audit trail for a secure document infrastructure.
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Xerox and Information Security Xerox Remote Services

Miscellaneous Services

Document Integrity

DigiFinish Book Integrity ensures that the proper book cover is applied to a book block. This
validation process prevents both cover/book block mismatch and mis-orientation of covers due
to improper loading by the operator.

Stock and Page Verification

Stock verification validates that each piece of paper on which an image is printed is the stock
actually intended for that image, so a mismatch is recognized as soon as it occurs. Page verifi-
cation ensures that the actual sequence of printed pages [impression sequence] corresponds
with the intended page sequence for the job. This capability can be implemented with either of
two symbologies [barcodes or dataglyphs] based on user needs.
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Regulatory and
Policy Compliance

Xerox systems, software and services conform to recognized industry standards and the latest
governmental security regulations. For example, Xerox products support the standards set
forth in:

e Payment Card Industry (PCI) Data Security Standards (2006)

e Sarbanes-Oxley

e Basel IT Framework

e The Health Insurance Portability and Accountability Act (HIPAA)
e E-Privacy Directive (2002/58/EC)

e Gramm-Leach-Bliley Act

e Family Educational Rights and Privacy Act

e The Health Information Technology for Economic and Clinical Health Act
e Dodd-Frank Wall Street Reform and Consumer Protection Act

e ISO-15408

e [SO-27001

e  Control Objectives for Information and related Technology

e Statement on Auditing Standards No. 70

Security Guide 37






Summary

Network and data security are one of the many challenges that businesses face on a daily
basis. And because today’s MFPs serve as business-critical network devices that receive and
send important data through a variety of functions, ensuring comprehensive security is
paramount.

An MFP’s entire system, along with any device management software on the network, must be
evaluated and certified in order for IT and all the workers of an organization to be certain that
their documents and network are safe and secure from information predators—or even from
internal security breaches. In that respect, Xerox MFPs lead the industry. Our comprehensive
approach, based on foundational, functional, advanced and usable security, is critical to safe-
guarding our customers’ information assets.

Recognizing this, Xerox continues to engineer and design all of its products to ensure the
highest-possible level of security at all potential points of vulnerability. We’re committed to
safeguarding your data so you can focus on the pursuits and activities that make your business
or organization as successful as possible.

For more information about the many security advantages offered by Xerox, visit our security
website, www.xerox.com/security.
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Security Checklist ’I ’I

When comparing Xerox MFPs with other manufacturers’ products, use the following checklist
to determine whether the competitors’ devices provide the same level of end-to-end security
as delivered by Xerox.

Xerox Competitor 1 Competitor 2 Competitor 3
IP/MAC Address v
Filtering
IPsec Encryption v
IPv6 v
802.1X Authentication | v
Secure Print v
Scan to Email v
Encryption
Encrypted PDF/Pass- v
word-protected PDF
Digital Signatures v
“256-bit AES” v
Hard Disk Encryption
Hard Disk Overwrite v
Secure Fax v
Port Blocking v
Scan to Mailbox v
Password Protection
Hard Disk Removal v
Program
Print Restrictions v
Audit Log v
Role Based v
Access Control
Smart Card v
Authentication
Common Access Card /
Personal Identity v
Verification
User Permissions v
Secure Access v
“Full System” Common v
Criteria Certification
Integration with
Standard Network v
Management Tools
Security updates v
via RSS feeds
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